Screen 1: Background Info
Flash Care runs a health care app that consumers can download and use on their phones, as well as a website they can access from a computer. Flash Care utilizes a monthly subscription model, but they also have a free version that includes ads. Flash uses artificial intelligence to generate diagnoses for described symptoms. The app may then suggest treatments or link the user with doctors and specialists in their area that treat the diagnoses problem. The more information the app has the more accurate its diagnoses. Users complete a personal and health profile. The profile includes information such as whether the user is a smoker, number of weekly alcoholic drinks, level of physical activity, family medical history, surgery history, vaccination history, current prescribed medications, information from previous doctor visits and physicals, including lab results, and many other items. The user is also encouraged to purchase medical devices (e.g. thermometer, audioscope, stethoscope, blood pressure cuff) that link right to the app through Bluetooth to aid in accurate diagnoses. The Flash Care app acts as a health record, advice nurse, and physical referral service all in one. The user can also choose to utilize the app to better their health through the use of health tips and other insights designed to improve their conditions. Flash Care currently has over 5 million users. All data entered into the Flash Care app and provided by the app is covered by HIPAA.   
The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) is a federal law designed to protect patient health information from being disclosed without the patient’s consent or knowledge, while still ensuring the flow of needed health information to provide and promote high quality health care. HIPAA protected information may be disclosed to the individual, for treatment and payment, and for public interest and benefit activities.    
Screen 2: Unethical Event
Milan is an employee of Flash Care. Flash Care is growing and currently has over 150 employees. They employ physicians, nurses, therapists, technology specialists, web and app developers, data scientists, marketing and advertising professionals, accountants, lawyers, customer service agents and more. Milan is responsible for data analysis. Quinn, pictured below, whose office is adjacent to Milan does similar work to Milan. Quinn also has access to all user accounts and data. Milan and Quinn often socialize, going out for lunch or grabbing a coffee together during a break. Since they are friendly, Milan knows that Quinn is [divorced and has custody of their] {married and has} two young children under the age of eight and has been struggling financially. 	Comment by Andrea Scheetz: Gender neutral name	Comment by Andrea Scheetz: Not sure we need all this, but wanted to establish it’s not a small company with just a handful of techy people.	Comment by Andrea Scheetz: Chose a gender-neutral name but should we have used an ethnically neutral name instead? So for male Richard/Aiden/Joshua and female Alyssa/Christina/Madison? 

Ethnically neutral names: https://cdn.sisense.com/wp-content/uploads/What-Baby-Names-Tell-Us-About-Ethnic-and-Gender-Trends.pdf
	Comment by Andrea Scheetz: We struggled with this a bit. We don’t want to just describe the person because then it’s obvious we’re manipulating their race. We want to see how they react to a picture. But then we get into the concerns over hair color, hair style (natural or not), weight, facial hair, glasses, age, darkness of the skin tone, etc. For the pictures we aimed for as natural as possible (not a lot of make-up or overly styled hair), no glasses, and people in their 30s, wearing a suit, front facing the camera with open smiles.	Comment by Andrea Scheetz: Still on the fence on if we want to vary the marriage status or the dependents. 	Comment by Andrea Scheetz: Should we say why?
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Insert Photo – Manipulate Gender [male / female] and Race (black / white)	Comment by Andrea Scheetz: We plan to pre-test our photos and check for views of masculinity and femininity and other attributes to try to keep these things even
Milan overhead a meeting in Quinn’s office earlier today. Quinn met with a sales representative from a pharmaceutical company. These representatives often meet with marketing, and ads would be pushed out to all users of the free version of the Flash Care app. It sounded as if the sales representative was trying to convince Quinn to give them data on specific users who had a specific medical history so that the pharmaceutical company could better target users who might benefit from their drugs. Quinn initially declined and explained that doing so is against company policy and a HIPAA violation. However, the representative persisted, explaining that their drug would really help these people, and all the pharmaceutical company wanted to do was offer them a coupon to try the drug at a greatly discounted price. The sales representative also then offered Quinn compensation in exchange for the data. Milan does not overhear Quinn’s response to this proposal.  	Comment by Andrea Scheetz: Should we take this out? 

We want the scenario to read such that the participant does not know for sure if wrongdoing was committed by their colleague. We want to see what conclusion they jump to.
Screen 3: Whistleblowing Info
Reports of unethical conduct can be made informally (non-anonymously) to any Flash Care supervisor or to the company’s third-party managed Ethics and Compliance Reporting Hotline via phone or online form (anonymously or non-anonymously). Reports can also be made to appropriate external agencies. HIPAA complaints are handled by the Office of Civil Rights within the Department of Health and Human Services. Complaints can be made online using a form on their website (https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf), by email (OCRMail@hhs.gov), or by phone (1-800-368-1019). Additional information about filing a complaint can be found at: https://www.hhs.gov/hipaa/filing-a-complaint/index.html.
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